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	Control System & Equipment Failure

	Progress along the line and for every instrument/transmitter/measuring device and equipment item in sequence consider:
· Fail High, Fail Low, Fail As Is, Fail on Demand

	· Valve fails/sticks: open/closed

	· How may an operator (incorrectly) respond to an inaccurate measurement

	· Heat exchanger leak, which way, when?

	· Pump trip, electrical/mechanical

	· Agitator stops/Impeller drops

	· Filter blocks and /or holes,

	· HOW WILL THE OPERATOR KNOW?


	Human Error



	· What reliance is placed upon procedure? Is this reasonable?

	· How often is task performed?

	· What is consequence of error (wrong set point, incorrect quantity entered)?

	· Is there an independent back up?

	· What standard is required from operator (experienced, well motivated, high standard of training or vice versa – does it match reality)?

	· What is environment for task? (Good surroundings, quiet or noisy & busy)

	· How long to make decision?

	· Will operator realistically detect or respond to the deviation?

	· What is the likelihood (frequency or probability) of error?

	· Is an engineering solution required?


	High Flow

	· Pump or compressor over-speed

· Delivery vessel pressure lost

· Large differential pressure

· Suction pressurised

· Heat exchanger failure

· Valve failure open, not closed

· Loss of containment




	Low Flow

	

	· Partially closed valve

· High downstream pressure

· Inadequate line size or valve

· Blockage, hydrate filter, scale
· Pump or compressor trip, cavitation

· Loss of feed

· Loss of containment

· Control failure




	Reverse / Misdirected Flow

	

	· Pump failure/high head

· High downstream failure

· NRV sticks open

· Siphon

· Poor isolation

· Valves incorrectly lined out

· Vacuum

· Shut down for maintenance
· Valves incorrectly lined out

· Valve not seated 

· Valve (e.g. 3 way) fails to move (e.g PLC sequence)


	High Pressure

	

	· Thermal expansion

· Fire

· Hammer

· Pressure surge

· Chemical reaction

· Blocked outlet

· Flooded vessel/column

· Compressor/Pump over-speed

· Deadhead

· Heat exchanger tube failure

· Fluid density increase

· Valve failure (open/closed)

· Weather

· Control system failure

· Freezing

· EDP/ESD valve mis-timing.


	Low Pressure

	

	· Loss of containment

· Compressor over-speed

· Compressor or pump failure
· Low Temp (e.g. weather)

· Sudden condensation

· Blocked vent (on falling level)

· Decrease in fluid density

· Passing valve.

· Leak

· Instrument failure

· Failed exchanger tube

· Failed valve (open/closed)

· Burst rupture disc


	Differential Pressure

	

	· Blocked filter/demister/pipeline.

· High flow

· Collapsed media

· Flooded trays or packed bed

· Foaming

· Hydrates

· High Viscosity


	High Temperature

	

	· Fire
· Weather
· Exothermic Reaction
· Loss of Endothermic Reaction
· Heat of absorption etc
· Too high temp on heating fluid
· Heat tracing 
· Pump dead head
· Internal recirc
· Flame impingement 
· Poor compressor efficiency
· Loss of control
· Cooling system failure/fouling
· Loss of power



	Low Temperature

	

	· Plant EDP
· Sudden loss of pressure

· Expanding vapour (JT)

· Excess pressure drop

· Flashing liquid

· Poor heat transfer (fouling)

· Endothermic reaction

· Loss of exothermic reaction

· Excess refrigeration

· Weather

· Heat tracing failure

· Control Failure


	High Level

	

	· Blocked outlet

· Valve closed /throttled

· Foaming

· Outlet pump failure

· Sudden loss of pressure

· High feed flow

· Control Failure




	Low Level 

	

	· Feed pump loss of efficiency

· Feed valve partially closed

· Blockage in feed line.

· Loss of containment

· Drain open 
· Control system failure




	Composition Change / Impurities

	

	· Change in concentration

· 2-phase flow

· Supplier error

· Over/Under reaction

· Control failure
Impurities checks:

· Gas, Liquid, Solid

· Supply contamination – How?, With what? What else do they supply? dedicated tanker? What assurance – CoA, Operator checks?

· Chemical reaction

· Corrosion products

· Lube oil

· Heat exchanger failure

· Air ingress (vacuum), seal failure

· Dead legs (bugs)

· Hydrates

· Previous batch

	Changes Inside Equipment

	Inc Corrosion & Erosion

	· Internal equipment breakage, packing collapse.
· High/Low Reaction Rate

· Runaway reaction – (foaming exotherm)

· Pressure surge

· Hammer (Liquid Slug or Vapour Condensing)

· Valve hysteresis

· Fouled instruments

· CORROSION/EROSION
· Cavitation



	Plant Items

Operable / Maintainable


	

	· Do the operators think they have the tools to run the plant?

· Are all items of equipment accessible by operators (valves, local instruments, transmitters)?

· Can the plant and individual items be isolated?

· Can the plant be purged and vented?

· Can the instruments be tested?

· HAS A LAYOUT REVIEW TAKEN PLACE INVOLVING THE DESIGN TEAM, OPERATIONS AND MAINTENANCE. IF NOT SCHEDULE AS A HAZOP ACTION.
· Are all items of equipment accessible by maintenance personnel (valves, instruments, motors)?

· Are all items of equipment removable e.g agitator shafts, heat exchanger bundles. motors, rotors?

· Can the plant and individual items be isolated?

· Can the instruments be tested?

· Are any items critical, expensive single stream or not readily available (long lead)

· Spares lists?

· HAS A LAYOUT REVIEW TAKEN PLACE INVOLVING THE DESIGN TEAM, OPERATIONS AND MAINTENANCE. IF NOT SCHEDULE AS A HAZOP ACTION.


	Testing

	

	· Provision for pressure testing?
· Hazardous area electrical inspections planned?

· Control system requirements e.g calibration

· Plant performance testing?

· Sampling


	Trips & Relief

	

	· Relief: Do changes impact on relief e.g CV trim, or blow down solenoid.

· Relief: Is relief valve sizing basis documented and known for the review

· Trips: What is the “consequence of failure on demand” 

· Has a review taken place to determine the SIL level or is one planned?

· Has the SIL level been achieved?




	Static, Earthing, Bonding, Insulation

	

	· Has it been provided?

· Is testing required?

· Tank filling?

· Bag filling (solids)

· Instrument damage?




	Hazardous Area Zoning/HSNO

	

	


	Service Failure

	

	· Power

· Instrument Air

· Cooling Water

· Nitrogen

· Flare system

· Vent system

· Communications –loss of

· Telemetry – loss of


	CIP

	(Food)

	· Is the line adequately covered by the CIP system

· Has adequate backflow protection been provided

· Are critical items (e.g RO membranes, CS fans) protected

· Will the line be adequately flushed by the final rinse?


	Critical Hygiene

	FOOD

	· Have all points where contamination can occur been identified

· Has the system been approved by MAF

· Have any failures which result in recycle/bypassing from /to “pasteurised” product been identified?




	Overview

	

	General:

· Fire detection / protection

· Emergency response (Fire, ambulance, call points)
· First-aiders?

· Emergency showers

· Security

· Hazards of materials (MSDS)

· Noise, dust

· HSNO requirements – separation, signage, identification, secondary containment, approved handlers, location, stationary tanks, emergency plans? material compatibility
· Training: operators, maintenance?

· Service failure overview- Integrity of supply?

· Lightning protection?

· Major HAZARDS – fire, explosion, gas release, dust explosion.

· PPE

· Communications?

· Storage & Handling?

· Effluent ?

· Construction?

· Start Up, Shut Down?

· Performance test?

· Resource Consent limits known?

· Product Quality limits known?
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